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Outline

 A Brief History of Cache Poisoning
 Interim Measures
 The DNS Security Extensions



First, A Review of Recursion

What“s recursion,
anyway?
� DNS queries are either

recursive or
nonrecursive

� A recursive query asks
the name server to do
whatever work is
necessary to find the
answer, including
sending additional
queries
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A Review of Recursion (continued)

 Who needs recursion?
� Stub resolvers (like the one on your computer) send recursive queries to

name servers
� Name servers usually send nonrecursive queries to other name servers

 Who offers recursion?
� External authoritative name servers shouldn“t offer recursion at all

Assuming they“re dedicated to that function
� Forwarders should only offer recursion to your own internal clients

Or even only your own internal name servers
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A Brief History of Cache Poisoning

 What is it?
� Inducing a name server to cache bogus records

 Made possible by
� Flaws in name server implementations
� Short DNS message IDs (only 16 bits, or 0-65535)

 Made easier on
� Open recursive name servers

 What“s it matter?
� A hacker can induce your name server into believing something false

By caching bogus records
� Your users might connect to the wrong web site and reveal sensitive data

(passwords, account numbers) there
The µwrong¶ web site might look just like the real web site

� Your users email might go to the wrong destination
Where it might just sit, or it might be copied or modified and then sent on
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The Kashpureff Attack

 Eugene Kashpureff“s cache poisoning attack used a flaw in BIND“s
additional data processing

 Here“s how the Kashpureff attack worked:
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DNS Message IDs

 A DNS axiom:
� The message ID in a reply must match the message ID in the query

 The message ID is a –random,† 16-bit quantity
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