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eHealth

the application of information and communication
technologies (ICT) across the whole range of functions
which, one way or another, affect the health of citizens
and patients

very wide range of applications
» within health care institutions

 for primary health care providers (general practitioners, dentists,
pharmacists, ...)

« for home care
the eHealth platform focuses on

« transmural information exchange

* the development and accessibility of useful authentic databases,
which are available via those information exchange platforms
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Some existing exchange initiatives

local or regional initiatives between hospitals and,
gradually, primary health care providers, for secure,
transmural electronic exchange of information stored
within electronic health records

 Réseau Santé Wallon (http://www.reseausantewallon.be)

* Gents ZiekenhuisOverleg (GZO) (http://www.gzo.be)

* Leuvense InternetSamenwerking Artsen (LISA)
(http://www.uzleuven.be/UZroot/content/Zorgverleners/login/lisa)

* Brussel Health Information Platform (BHIP)/Abrumet
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Some existing exchange initiatives

Carenet - MyCarenet (http://www.carenet.be): secure
electronic exchange of financial and administrative
Information between health care institutions and health
care providers on the one hand and sickness funds on
the other hand

IBBT-projects: research projects with regard to patient-
centric, community wide healthcare information platforms
* eHip (http://www.ibbt.be/nl/project/e-hip-0)

* Share4Health (http://www.ibbt.be/nl/project/share4health-0)
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Some useful existing databases

Federal Public Service Health, Food Chain Safety &
Environment

 register of health care providers, containing information about the
diploma and the specialization of all health care providers in
Belgium

RIZIV/IINAMI

 register of health care providers disposing of a RIZIV/INAMI
recognition

Federal Agency for Medicines and Health Products, in
cooperation with the Belgian Centre for Pharmaco-
therapeutical Information (BCFI)

* medicine database
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Some useful existing databases

sickness funds

* health insurance status and, gradually, other relevant information
about reimbursement and complementary benefits

Centre for Evidence Based Medicine
 digital library of health
* best practice guidelines
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But need for ...

coordination of regional and local initiatives with respect
for their dynamism

based on a common global vision and strategy with
regard to eHealth between all actors in the Belgian
health care sector

technical and semantic interoperability all over the
country

quality and security standards all over the country

some free of charge, country wide basic ICT services
that enable and support regional and local initiatives

INn some areas, agreements on division of tasks
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Creation of the eHealth platform

new, parapublic institution created by law of August 21,
2008, published in the Official Journal of October 13,

2008
mission
* how ?

- through a well organized electronic information exchange between all
Belgian actors in the health care sector

- with the necessary guarantees with regard to information security and
privacy protection
* what ?
- to optimize the quality and the continuity of health care delivery

- to optimize patient safety
- to simplify administrative formalities for all actors in the health care sector

- to decently support health care policy
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Basic principles

no central storage of personal health data

but secure electronic exchange of information between
all actors in the health care sector

If the patient wishes so, gradual reference to places
where personal health data about him/her are available,
with the assurance that no health related information can
be derived from the reference data

respect for and support of

 existing regional or local initiatives with regard to electronic
cooperation in health care

 private initiatives with regard to electronic service delivery to
actors in the health care sector
use of the basic services of the eHealth platform is
optional and recommended, but not mandatory

17/9/2009 9



Basic principles

special attention to information security and privacy protection
through e.g.
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encryption of exchanged personal health data between sender and
recipient (the eHealth platform is not able to see the exchanged
personal health data!)

very thorough preventive access control

- through specification of
which health care providers/institutions
can get access in which situation
to which types of data
concerning which patients
and with regard to which periods of time

- thanks to the availability of a system that allows efficient and preventive access control

logging of information exchange (who, when, what, about whom — no
content !)

personal health data can only be exchanged through the eHealth
platform if authorized by the law, by the Health Section of the Sectoral

Committee or by the patient
o



Basic principles

no derogation of regulation with regard to

e privacy protection

 duty of professional confidentiality

e patient’s rights

e pursuance of medicine

management of the eHealth platform by representatives
of the various actors in the health care sector

permanent check on secure use of the eHealth platform
and authorizations for exchange of personal health data
by the Health Section of the Sectoral Committee,
consisting of

« 2 members of the Privacy Commission (who are not involved in
the operational management of the eHealth platform)

* 4 medical doctors appointed by Parliament
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Basic principles

respect for health care providers’ therapeutic freedom

the eHealth platform doesn’'t change the actual
distribution of tasks between the actors in the health care
sector

the eHealth platform doesn’t carry out research or deliver
policy support with regard to health care

re-use of the know-how of the Crossroads Bank for
Social Security with regard to the organization of
electronic information exchange

the eHealth platform has its own ICT infrastructure for
supplying its basic services, which is strictly separated
from the infrastructure of the Crossroads Bank for Social
Security
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The eHealth platform as an organization

legal assignments

* to develop a vision and a strategy for effective, efficient and
secure electronic services and information exchange in health
care, with respect for privacy protection and in close cooperation
with the various public and private actors in the health care
sector

 to establish useful ICT-related functional and technical horms,
standards, specifications and basic architecture for using ICT
In order to support this vision and strategy

* to check whether software packages for managing electronic
health records comply with the established ICT-related functional
and technical norms, standards and specifications, as well as to
register_ those software packages

 to create, to manage and to develop a cooperation platform _ for
secure electronic data exchange with useful basic services
(see hereatfter)
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The eHealth platform as an organization

legal assignments

* to agree on a distribution of tasks _ with regard to the collection,
the validation, the storage and the availability of data exchanged
over the cooperation platform and on the guality norms __ which
those data have to meet, and to verify whether the quality norms
are met

* to promote and to coordinate the realization of programs and
projects which reflect the vision and strategy and use the
cooperation platform and/or its basic services

e to manage and to coordinate ICT-related aspects of data
exchange with regard to electronic health records _ and
electronic care prescriptions

e to act as an independent trusted third party  (TTP) for coding
and anonymizing personal health care data for certain
organizations, listed in the law___ in order to support scientific
research and policy making
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The eHealth platform as an organization

legal assignments

e to conduct the necessary changes in order to execute the
vision and strategy

* to organize the cooperation with other public services In
charge of the coordination of electronic service delivery
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The eHealth platform as an organization

bodies

* Board of Directors consisting of

- 7 representatives of the health care providers and institutions, appointed by
the representatives of the health care providers and institutions within the
RIZIV/INAMI Insurance Committee

- 7 representatives of the sickness funds

- 7 representatives of the public services with competences in health care:
FPS Health, RIZIV/IINAMI, FPS Social Security, Federal Health Care
Knowledge Centre, Federal Agency For Medicines and Health Products

- representatives of the Ministers of Health, Social Affairs, Computerization
and Budget

- representatives of the Order of Physicians and the Order of Pharmacists
and of the Crossroads Bank for Social Security, with advisory vote

« Consultative Committee with working groups: representatives of
all relevant stakeholders and experts, chaired by a medical
doctor
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Sectoral Committee

established within the Privacy Commission
2 sections: Social Security and Health

the Health Section consists of
« 2 members of the Privacy Commission
* 4 medical doctors appointed by Parliament

tasks

* to provide authorizations for (electronic) exchange of personal
health data, in situations not regulated by law

« to determine information security policies with regard to the
processing of personal health data

« to give advice and recommendations with regard to information
security related to the processing of personal health data

« to handle complaints with regard to the violation of information
security policies during the processing of personal health data
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Cooperation platform and standards

use of existing network infrastructure (internet, Carenet, extranet,
FedMAN, ...) with end-to-end encryption of the personal health data
(concept of virtual private network (VPN))

basic services offered by the eHealth platform on its own ICT
infrastructure
« orchestration of electronic subprocesses

* portal environment including a content management system and a
search engine

* integrated user and access management

* logging

« system for end-to-end encryption

» personal electronic mailbox for each health care provider

* time stamping

« coding and anonymizing for certain organizations, listed by the law
» reference directory (what, about whom, where — no content!)
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Cooperation platform and standards

exchange using as much as possible structured
electronic messages from application to application

exchange based as much as possible on open standards
or, at least, open specifications in order to prevent
dependence on one or more suppliers

« technical: KMEHR based on XML, X.509 (certificates, ...)

- semantic: ICD-9/10, ICPC2, ICF, LOINC, ...
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Other legal provisions

permission/obligation to use a unique patient
identification number

probative value of electronic information exchange via
the eHealth platform

organisation of information security and of the duty of
professional confidentiality within the eHealth platform

possibility to impose, via a royal decree, electronic
communication of data between public institutions and
the eHealth platform

financing of the eHealth platform
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Guarantees while using eHealth platform

Improved legal certainty

* basic services supporting information security and privacy
protection such as
- user and access management
- end-to-end encryption

- logging
meet the legal requirements
* basic services supporting probative value such as
- time stamping
- returns of receipt

meet the legal requirements

 the validated authentic sources used by the basic services are
reliable
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Guarantees while using eHealth platform

legal certainty is guaranteed by
 the law establishing the eHealth platform

 specific regulation elaborated under coordination of the eHealth
platform (e.g. related to electronic care prescriptions)

e previous authorizations and permanent supervision by the
Sectoral Committee

* permanent supervision by the Board of Directors composed of
representatives of the stakeholders

legal certainty about the legitimacy of electronic
exchange of personal data can be obtained via a
previous authorization of the Sectoral Committee

service level agreements guarantee
 the availability of the services
 the performance of the services
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Current situation of the eHealth platform
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Current situation of the eHealth platform

basic service

* a service developed and made available by the eHealth platform,
which can be used by an added value service provider for
developing and offering an added value service

added value service (AVS)

e a service put at the disposal of the patients and/or the health
care providers

 the entity that develops and offers an added value service can
use the basic services offered by the eHealth platform for this
purpose
validated authentic source (VAS)

* a database with information used by the eHealth platform

» the administrator of the database is responsible for the
availability and (the organization of) the quality of the information
made available
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EXxisting basic services

1. orchestration of electronic subprocesses

2. portal environment (https://www.ehealth.fgov.be),
Including
e a content management system
e asearch engine

Integrated user and access management
logging
system for end-to-end encryption

personal electronic mailbox for each health care
provider

time stamping
8. coding and anonymizing

under construction
9. reference directory (“metahub™)
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EXxisting basic services
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Added value services using basic services

operational

 registration and consultation of the Cancer Register
(basic services 2, 3 and 4 — encryption through a system
owned by the Cancer Register)

* registration and consultation of the register with hip and  +@~
knee prostheses (Orthopride — Orthopedic Prosthesis
|dentification Data) (basic services 1, 2, 3, 4 and 5)

* registration and consultation of the shared electronic o
arthritis file, including electronic processes for

RIZIV

reimbursement of anti-TNF-medication (Safe — Shared e
Arthritis File for Electronic use) (basic services 1, 2, 3, 4
and b)

« support of electronic care prescriptions within hospitals N B
(basic service 7) R1Z1v
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Added value services using basic services

operational
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downloadable software supporting the drawing up and
the management of pharmacotherapeutical hospital
forms (PharmaFormulary) (basic service 2)

access to the digital library elaborated by the Centre for @
Evidence Based Medicine (CEBAM) (basic services 2
and 3)

consultation of wills regarding euthanasia (basic services /C'a
2,3 and 4) s}

electronic sending of third party billings by (groupings of) e,
nurses to sickness funds (basic services 2, 3, 4 and 6) —

electronic consultation of health care insurance status by v
(groupings of) nurses (basic services 2, 3, 4 and 6) "

on-line registration by hospitals of people infected with
the HIN1 flu virus (basic services 2, 3, 4 and 8)
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Added value services using basic services

operational

« platform for data exchange between the Flemish Agency
for Care and Health and recognized services (VESTA)
(basic services 2, 3 and 4)

« on line registration for private provisions within the sector
of Special Youth Welfare in Flanders (basic services 2, 3
and 4)

* on line ordering of care prescription forms and agreement ¢+@*
strips for health care providers (Medattest) (basic service 4,7,y
2)

« feedback to hospitals about the health care services

provided by them and their costs (basic services 2, 3 and e
4)

« coding and anonymizing of personal data for @
RIZIV/INAMI (basic service 8) RIZ 1V
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Added value services using basic services

being tested

* reports on the interventions in case of emergencies /Cb
(Smureg) (basic services 2, 3 and 4) e
» electronic transfer of medico-administrative documents MyCaroNet

(applying for lump sum, palliative patients, technical
supplying, ...) by (groupings of) nurses to sickness funds
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Added value services using basic services

under construction

- electronic processes for managing registers with regard to @~
provided care and/or obtaining authorization to reimburse
specific care (basic services 1, 2, 3, 4 and 5)

- cardiologic implants
- conventions related to diabetes

RIZIV

* revision of the application for supplying an organ donation
authorization (Orgadon) (basic services 2, 3 and 4)

 electronic management of general practitioners’ and
dentists’ shifts (Medega) (basic services 2, 3 and 4)

* therapeutic projects (basic services 2, 3, 4 and 8)

 Interactive website for Ethics Committees with regard to
experiments in Belgium (basic services 2 and 3)

NP

:
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Added value services using basic services

under construction

 electronic registration and consultation of the medical /’
evaluation of handicapped persons in the information /
system (Medic-e) of the FPS Social Security (basic
services 1, 2, 3 and 4)

 electronic declaration of birth (eBirth) (basic services 2, 3,

4,5 and 8)

* Resident Assessment Instrument (BelRAl) (basic @
services 2, 3 and 4)

« support for tracing of blood products (basic services 5 @
and 7) e

e access to the database of pharmaceutical specialities
(basic services 1, 2 and 3)

* access to the database of medical treatment guidelines N 3
elaborated by the Centre for Evidence Based Medicine
(CEBAM) (basic services 1, 2 and 3)
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Proposal of main objectives 2009-2011

e country wide mutual electronic exchange of relevant data
stored in electronic health records between (regional and
local networks of) health care institutions and/or health
care providers

country wide patient electronic referring between health
care providers/institutions

simplification and computerization of health care
providers’/institutions’ administrative burden

 electronic access by health care providers/institutions to the
Insurance status and other relevant administrative information
with regard to the patient

e optimized electronic processes in order to get approval of
reimbursement of specific health care costs
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Proposal of main objectives 2009-2011

making legally valid ambulatory electronic care
prescriptions with minimal administrative burden and with
guaranteed free choice of the health care provider by the
patient

access, from application to application, to relevant
authentic sources

providing coded or anonymized information to actors in
the health care sector, policymakers and researchers
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Advantages

for the patient
« added value in terms of health care quality and patient safety
* In certain cases, quicker service
* more transparency

for the health care provider

* less administrative formalities, enabling to spend more time on
health care

* Improved support for executing his/her profession

« connection to one electronic platform is sufficient for using
several applications

« easier referring between health care providers/institutions
« support of cooperation, also local and regional
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Advantages

for public services
e improved policy support

* maximum investment of available means in health care rather
than in administrative formalities
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Critical success factors

cooperation between all actors in the health care sector,
based on a distribution of tasks rather than on a
centralization of tasks

adequate measures with regard to information security
and privacy protection

trust of all stakeholders in the preservation of the
necessary autonomy and the security of the system

first creation of the governance structure (eHealth
platform as organization, Board of Directors, Consultative
Committee, Health Section of the Sectoral Committee,
...) and then further implementation under control of the
governance structure

guick wins combined with a long-term vision
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More Information
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www.ehealth.fgov.be
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Th@nk you !

Questions ?



